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1. O0mue MoJI0KeHu

1.1. leau u 3aa44 TUCHUILJIMHBI

Llenp -n3ydeHHenpUHIMIIOBOOECTIEUeHUIMH(DOPMAITMOHHO0€301TaCHOCTUU3AU THINH(OPMALINH,
MOJIX0JI0B KaHAJIM3yyTrp030€30MacHOCTUUH(POPMAITHOHHBIXCHCTEMHUOCBOSHUEKOMITE TEH I IS
pelIeHus] OCHOBHBIX 3a/1a4 3allUThl HHPOpMAIMK B HPOPMAITMOHHBIX CHCTEMaX

3amaun JUCIMITINHBL:

- U3Y4YEHHEOCHOBHBIXIIOJI0KEHUIToCy 1apCTBEHHONTOMUTUKUBOOIacTHOOCTICUEHU S
nHpopmarmonHoi 6e3onacHocTrPoccuiickoin@eaepannn,0CHOBHBIXTOHSITHIHBOOIACTH3AITUTHI
MH(QOPMAIMH U METO0JIOTMYECKHUX NIPHHIIUIIOB CO3/JaHUs CHCTEM 3alIUThl HHPOPMAIIH;

- N3yYEHHEBUI0B3AINIIIAEMOWNH(OPMALIUH, YT PO3UH(POPMALIMOHHOWOE30aCHOCTH,CYIIIHOCTHH
pa3HOBHUIHOCTEH MHPOPMAIIMOHHOTO OPY’KHsI, METO/IOB U CPEJICTB BEJCHHsI HH()OPMAIMOHHBIX BOWH;
- I3YYCHHEMETOIOBHCPEACTBOOECTICUCHUANH()OPMAITMOHHO0€30TaCHOCTHKOMITBIOTEPHBIXCHCTEM,
MEXaHU3MOB 3aIUTHIMH(GOPMAIUH, HOPMATBHBIXMO/IEICHOE30ITaCHOCTH, KPUTEPHEBOIICHKH
3alUIIEHHOCTH U 0OecriedeHns 0e30MacHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM;

- IpHOOpeTeHNEYMEHUMBIOA00pEenaHaIn3enoKa3aTeleKaueCTBAuKPUTEPHEBOLIEHKUCUCTEM
0€3011acHOCTH, OT/AEIBHBIX METOJIOB M CPEJICTB 3AIUThHI HH(OPMaLIUY;

- mproOpeTeHNEeHaBBIKOBaHATM3anH(OPMALIMOHHOUNH(PPACTPYKTYPBICTOUKU3PEHUS
MH(OPMAIIMOHHOH 0€301MacHOCTH,0J00paHOPMATHBHBIXUMETOINIECKUXMAaTEPHATIOBIIOBOIIPOCAM
3aIUTHl THPOPMAIIHH.

1.2. U3yyaemble 00beKTbI TUCUUILIAHBI

OCHOBHBIE TTOHATHS, OOIIEMETOI0JIOTUIECKIE TPUHIIAIIBEI TEOPUH HH(POPMAIMOHHON 0€301acHOCTH;
- OCHOBBI TOCYIaPCTBEHHON HH(POPMAIIMOHHOHN MOJIUTHUKH MO0 00€CTIeYeHNI0 0€30MacHOCTH HH(POPMAIIHH;
- BUJIbI HH(GOPMAIIMHM OTPAaHUYEHHOTO JOCTYTIA;

- YyIpo3bl 6€30MacCHOCTH HH(POPMALIUU U YA3BUMOCTH UH()OPMAITMOHHBIX CUCTEM;

- “H(OpPMAIMOHHBIE BOMHBI U HH(POPMALIMOHHOE OPYXKHE;

- METO/IbI HAapyIIEeHHUsI KOH(PHICHINAIBHOCTH, EIIOCTHOCTH U IOCTYITHOCTH HH(OpMAIINY;

- IPUYMHBI, BUJIbI KAHAJIBI YTEYKH WHPOPMALUHN U HECAHKIIHOHUPOBAHHOTO JIOCTYTIA;

- (hopmanbHBIE MOJEN OE€30MTACHOCTH HH(OPMAIIHH;

- YPOBHU H CEPBUCHI 3aIIUTHI HH()OPMAINH;

- CITOCOOBI M CPEICTBA 3alIUTH HH(POPMALINK;

- KpUTEPUH OLIEHKH 3alIUIIEHHOCTH HHPOPMAIIMOHHBIX CUCTEM;

- OCHOBBI OpraHU3aI1H 3alUThl UHPOPMAIMH HA TPEATPUSTHH.

1.3. Bxoaublie TpedoBaHus

|He IPEyCMOTPEHBI

2. [Inanupyemble pe3yJibTAaThl 00y4eHUsI MO AUCUHUILIMHE

WNHauKaTop JOCTHKEHUS
KOMIETEHLIUH, C KOTOPBIM Cpencrsa
COOTHECEHBI [NIAaHUPYEMBbIE OLIEHKHU

pe3yibTaThl 00y4eHUs

[Inanupyemsble pe3ynbTaThl
0o0yueHus Mo AUCUUIUINHE
(3HaTh, yMETh, BIAJIETh)

Manexc

Kommereunmnus
WHIUKATOpa




IInanupyemsele pe3ynbTaTsl

Nupukatop nOCTHKEHUS

Wunexc KOMIIETEHLIUH, C KOTOPBIM Cpencrsa
KOMHCTGHHH;{ HHIUKATOpa O?;ZiiH;thTHLH;?Z;:;f)Ie COOTHECCHEBI INIaHUPYEMBIC OLICHKH
’ ’ pe3ybTaThl 00y4eHUs
OIIK-1 NA-1011IK-1 (3HaeT cymHOCTh U NMOHATUE |3HAET CYIIHOCTh U MOHATHE (OTUET 1o
uHbOpMaIHH, nH(pOpMAITIH, [IPAKTUYECKOM
UH(POPMAITMOHHOM WH(OPMAITIOHHOM Y 3aHATHUIO
0e301acHOCTHU U 0€e30MacHOCTH U
XapaKTEepPUCTUKY €€ XapaKTEepPUCTUKY €€
COCTABIISIFOIINX; MECTO H COCTABIISIIOIINX; MECTO H
poJb HHPOPMALIMOHHON pOJb HHPOPMALIMOHHON
0€30IacCHOCTH B CUCTeME  |0e30IIaCHOCTH B CUCTEME
HAI[MOHATHHON HaAI[MOHAJIHHON 0€30MacHOCTH
6e3omacHoctu Poccuiickoit  [Poccuiickoit denepanmm,
®denepannu, OCHOBBI OCHOBBI TOCYIaPCTBEHHOM
rocyJapCTBEHHOU H(OPMAITMOHHOM MMOJIUTUKY;
H(OPMAITMOHHOM NCTOYHUKY U
NOJMTUKU; HICTOYHUKH U KJ1acCU(UKAIHIIO yTPo3
KJIacCU(HKALNIO YTPO3 WH(POPMALMOHHON
WH(OPMAITMOHHOM 0€301MacHOCTH; CPEICTBA U
0€30IMacHOCTH; CPEJCTBA U |CTIOCOOBI 0OeCTIeYeHHS
crocoObI obecredeHHs WH(POPMAITMOHHOM
UH(POPMAIIMOHHOM 0€301acHOCTH, PUHITHUITHI
0€30MacHOCTH, MPUHIIUIBI  [IOCTPOEHUS CUCTEM 3aIIUTHI
[MOCTPOEHUS CUCTEM 3alIUThI [HH(POPMAIIIH OCHOBHBIE
UH(OPMAIH OCHOBHBIC MOHSATHSI, CBSI3aHHBIE C
HOHSTHS, CBSI3aHHBIE C obecrieueHneM
obecrnieueHnEM WH(HOPMAITMOHHO-
WH(HOPMAITIOHHO- MCUXOJIOTHYECKOM
MICUXOJIOTUYECKON 0€301MacHOCTH JINYHOCTH,
0€30MacHOCTH JINYHOCTH,  [00IIecTBa M roCy1apCcTBa,
oO011ecTBa U rocyapcTBa,  [MOHATUS HH(POPMALIMOHHOTO
MOHATHUS WH(OPMALTMOHHOTO |TPOTUBOOOPCTBA,
npoTuBoOOPCTBA, WH(POPMAITUOHHON BOHHBI U
WH(POPMAITMOHHOW BOMHBI M |(DOPMBI UX MPOSIBICHHUH B
(OpMBI UX MPOSBICHUII B |COBPEMEHHOM MHPE;
COBPEMEHHOM MUpE
OI1K-1 NI-20I1K-1 [Ymeer knaccupuuupoBaTh u|YMeeT knaccupuuupoBaTh 1 [OTUET 11O
OLICHUBATH YTPO3bI OLICHUBATH YTPO3bI MPaKTUIECKOM
UH(POPMAITIOHHOM WH(POPMALMOHHON Y 3aHATHUIO
6e3omacHoOCTH 6e30macHOCTH
ABTOMAaTHU3UPOBAHHBIX
cCUCTEM
OIIK-1 MNJI-30I1K-1 |Bnageet Brnaneer HaBbIKaMu OTuét 1o
npodeccuoHaIbHON MCIIOJIb30BAaHUS HCTOUHUKOB  [PAKTUYECKOM
TEPMUHOJIOTUEH U npogecCHoHaNbHOM Y 3aHATHUIO
HaBBIKAMH UCTIOJIB30BAaHMsI  [TEPMUHOJIOTUHU B 00JIaCTH
NCTOYHUKOB WH(POPMALMOHHON
npodeccuoHaIbHON 0€301MacHOCTH ¥ 3aIIUTHI
TEPMHUHOJIOTUH B 001acTH  [MH(pOpMaLuu
UHPOPMAITMOHHOM
0€30MacHOCTH | 3aIUTHI
nH(pOpMaIUU




3. O0bem u BUABI Y4eOHOI1 padoThI

Pacnpenenenue
. Bcero 10 CEMECTpaM B Hacax
Bun yuebHoit paboTsl
4acoB Howmep cemectpa
2
1. IlpoBenenne y4eOHbBIX 3aHATHH (BKIIIOUAs IPOBEIE- 54 54
HUE TEKYIIETO KOHTPOJIS yCTIEBAEMOCTH) B (hopMe:
1.1. KonTakTHas ayauropHasi pabora, U3 HUX:
- nexnmu (JI) 24 24
- naboparopusie padoTsl (JIP)
- IPaKTUYECKHE 3aHATHS, CEMUHAPHI U (WITH) IpyTHe 27 27
BUJIBI 3aHATHH cemuHapckoro Tuna (113)
- KOHTPOJIb caMocTosiTesibHOoM paboThel (KCP) 3 3
- KOHTpOJIbHAsI paboTa
1.2. CamocTtosrensHas pabota ctyaentoB (CPC) 54 54
2. IIpomexxyTouHas aTTecTanus
DK3aMeH 36 36
JlnpbepeHmpoBaHHbIN 3a4eT
3auer
Kypcosoii npoext (KII)
Kypcosas pa6ora (KP)
O01mas Tpy10eMKOCTb JUCIUTUTHHBI 144 144
4. Conepxxanue IMCUUNIMHBI
Ob6bem
O0beM ayTUTOPHBIX BHEAYyIUTOPHBIX
HammenoBaHue pasenoB TUCIUIUIMHBI C KPATKUM 3AHSATHIA 10 BHIAM B YacaX |3aHsTuil 10 BHIAM
coJiepKaHUuEeM B qacax
1 | gp | m3 CPC

2-i ceMecTp




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4yacax

O0BeM
BHEAyIUTOPHBIX
3aHATHN 110 BUIAM
B Yacax

JI

JIP

I13

CPC

(OCHOBBI TOCYJapCTBEHHOW MOJIUTHK U
MCTOOOJIOTMYCCKHUEC IIPUHITUIIBL O6CCHC“ICHI/I$I
nH()OPMAITMOHHON 0€30MacHOCTH

6

0

6

15

(OCHOBBI OCYIAPCTBEHHON MOJIUTHKU U YTPO3bI
6e3onacHoctu Poccuiickoit denepanuu B
nH(pOpPMaIIMOHHOM chepe

(OCHOBHBIE COCTABJISAIOLIME HALIMOHAJIBHBIX UHTEPECOB
Poccuiickoii denepanuu B nH-HopMarmoHHO# chepe.
WNudopmarmonnas 6e3onacHocTh Poccuiickoit
®enepanun. MHTEpeCH TMYHOCTH B HHPOPMALTMOHHON
cthepe. IaTepeck obIecTBa B MHGOP"MaIlMOHHON
cthepe. UaTepechl rocynapcTsa B MHGOPMAIMOHHON
cthepe. Buanl yrpo3 nndopmarrioHHol 6€30macHOCTH
Poccuiickoit @enepanuu. UcTouHuku yrpo3
nH(pOpMaIMOHHOM Oe3omacHocT Poccuiickoit
®enepanuu. BHenHNE UCTOYHUKH Yrpo3. BHyTpeHHUE
MCTOYHUKH yrpo3. Hanpasnenus obGecriedenus
WH(POPMAITMOHHOW 0€301MacHOCTH TOCYIapCTBa.
[TpoGiieMbl pernoHanbHON UHPOPMAITHOHHON
6e3omacHoctu. Ponb crienanucTa mno 3amure
nH(GOPMAIIMOHHOM 6€30MacHOCTH B 00ecieueHu !
HaI[MOHAIbHON 0€30aCHOCTH roCyAapCTBa.

OCHOBHBIE TOHATHUS 1 00IIEMETOA0IOTHIECKIE
MPUHIINTIBI TEOPUH HH(DOPMAITMOHHOHN 0€301acHOCTH
VICTOYHMKY TOHATHI B 001acTH HHGOPMAITMOHHOM
6e3onacHocTi. OCHOBHBIC TIOHATHS HHPOPMAITMOHHON
0€30MacHOCTH: TOKYMEHTUPOBaHHAs! HH(OpMaIus,
6e301macHOCTh MHPOPMALINU, KOHPHUIEHIINATEHOCTb,
[EIOCTHOCTh, JOCTYIHOCTh MH(POPMAIIUH, 3aIIUTa
WH(OPMAIUH, CHCTEMA 3alIUTHI HHPOPMAIHH.
OO011eMeTo0I0rHYeCKHEe IPUHIIUIIBI TEOPUU
WH(POPMAITMOHHOM O€301TaCHOCTH.

[TonsiTHe M BUIBI 3aIIUIIIaEMON HH(OpMAITUH.

[ToHsATHE W CYIITHOCTD 3allIMIAeMO HHPOPMAIIHH.
[IpaBa u o0s13anHOCTH 00NanaTens nHpopmauu. Bussl
3aluinaeMoi nHpopMaIK: rocy1apcTBEHHAs TaliHa,
ciykeOHas TaiiHa, npodeccroHalbHas TaliHa,

KOMMCPYCCKaA TaﬁHa, MNEPCOHAJILHBIC JaHHBIC. HepequL

CBeJICHHUI KOH(PHUICHIIMATBHOTO XapakTepa. [lonsTue
MHTEJUICKTYaIbHOW COOCTBEHHOCTH U OCOOCHHOCTH €€
3aIUTHI.

AKTyaJIbHbIE YyTPO3bl 6€30MaCHOCTH HH(POpPMALIUU

12

[lonsiTve U BUIBI yIpo3 HHPOPMALIMOHHON 0€30MaCHOCTH

[Tonsitue yrpo3sl HHGOPMALIMOHHOMN 0€30MaCHOCTH.




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4yacax

O0BeM
BHEAyIUTOPHBIX
3aHATHN 110 BUIAM
B Yacax

JI

JIP

I13

CPC

@akTOop, BO3AECUCTBYIOINN HA 3aIIUIIAEMYO
nHpopMario. Tumsl gecTabmIm3upyomux HhakTopos.
Knaccuduxarus u BUasl yrpo3 HHGOPMAITMOHHOM
6e3omacHocTy. BHyTpeHHHE U BHEITHUE HCTOYHUKU
yTrpo3 HHPOPMAITHOHHOI 0€30MacCHOCTH. YTPO3bl YTEUKU
WH(OPMAINH U YTPO3bl HECAHKIIMOHUPOBAHHOTO
noctyna. OCHOBHBIE 3JIEMEHTHI KaHajla peaan3aiuu
YTpO3bl Oe30MacHOCTH HH(OPMAIIHH.

Wudpopmarmonnast 6e30macHOCTs M HHYOpPMaLIMOHHOE
MPOTUBOOOPCTBO

Cy0bexTsl nHpOpPMAITMOHHOTO MpOoTHBOOOpCTBa. [lenn
WHOPMAITMOHHOTO MPOTUBOOOPCTBA. COCTABHBIE YaCTH
1 METOIbI HH(OPMAIIMOHHOTO MTPOTHBOOOPCTBA.
HudopmaioHHoe opyKue, ero kKiaccudukanus u
BO3MOKHOCTH. OCHOBHBIEC HAIIPABIICHHS 00CCTICUCHUS
MH(QOPMAIIMOHHOH 0€301MacHOCTH 00BEKTOB
nHGOPMAIIMOHHOM c(hepbl TOCYIapcTBa B YCIOBUAX
nH(pOpMaIMOHHOM BOiHBI. MHpOpMalmoHHas BoitHa Kak
croco0 Bo3eicTBHS Ha HHPOPMAIIMOHHBIE CHCTEMBI
Pa3IMYHOTO HAa3HAYCHHS U OOBEKTHl KPUTHUECKOU
WHQOPMATMOHHON HHPACTPYKTYPHI

OCHOBHBIE METO/IbI, MOJICIIH U CPEJICTBA 3AIUTHI
nHGOpMAIIH

14

17

27

'YPOBHU U CEPBUCHI 3aLUTHI HHYOPMALIIH B
MH(OPMAITMOHHBIX CHCTEMAx

Enunble kputepun 6e30macHOCTH HH()OPMAIIMOHHBIX
TEXHOJOTUM. 3aKOHOIaTeNbHBIN, aIMUHUCTPATUBHBIH,

MPOLEAYPHBIN YPOBHU HHPOPMALIMOHHON 06€30MacHOCTH.

Coneprxkanue cepBUCOB 0€30MaCHOCTH MTPOrPaMMHO-
TEXHUYECKOT0 ypoBHS. M neHTudukanus u
ayTeHTU(UKAINSA, YIPABICHUE TOCTYIIOM U
aBTOpHU3aLMs, IPOTOKOJUPOBAHUE U Ay IUT.
Kpunrorpadwus s cepBucoB 6€30MacHOCTH:
mrQpoBaHUe U KOHTPOIb IIETOCTHOCTH.
OKpaHupoBaHUe. AHaNMM3 3amuiieHHocTu. Odecneyenne
mocTynHoOCTH. TyHHennpoBaHue. YpaBieHuUE.

dopmanpHble MOJIENH O€30MaCHOCTH
aBTOMAaTU3MPOBAHHBIX CUCTEM

Hasnauenue ¢popmaabHBIX MOAesel 6e30MacHOCTH.
[TomuTika 6e3omacHOCTH. MOHHTOp 6€30MacHOCTH
oOpamenuii. JluckpeninoHHas 1 MaHIaTHAsI MOJICITH
6e3onacHocty. PopMaIbHbIE MOJEIHN YIPABICHUS]
noctyrnoM. Mogens Xappucona-Py33o0-Yiabmana.
Mopnens benna-Jlallagynel. @opManbHble MOJENH




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O0BeM

O06beM ayTUTOPHBIX BHEAYIUTOPHBIX
3aHATUH MO BUAAM B Yacax |3aHSATHUN 1O BUJAM
B Hyacax
JI JIP 13 CPC

nenoctHocTH. Monens Knapka-Buncona. Mozgens buba.
CoBMecTHOE UCIIOIB30BaHUE MO/IeIel 0€30MaCHOCTH.
PoneBoe ynpasieHue JOCTYIIOM.

Crioco0bI U cpecTBa 3alTUThl HH(pOpMAaIUu

OO01mas XxapakTeprUCTHKa CIIOCOOOB U CPEJICTB 3AIIUTHI
uHopmarun. [IpaBoBasi, TeXHHYECKas,
Kpunrorpadudeckas, puzndeckas 3amuTa HHPOPMALIUH.
Opranu3aimOHHO-TIPABOBBIE, TEXHUUYECKUE
KpunTorpaduyeckre MeTo Il 00ecreyeHus
nH(pOopMaIMoHHoM 6e3omacHoctu. [Iporpammuo-
anmapaTHbIe cpeicTBa oOecneueHus: UHPOpMaIMOHHON
6e3onacuoct, DLP, SIEM-cucremsl. KoMmmnekcusie
peleHus B o0ecrieueHu  3amuThl nHpopmarmu, SOC-
LIEHTPBI.

Kpurepun OIeHKH 3alUIEHHOCTH HH(OPMAIIMOHHBIX
cHCTeM

Mozenu, CTpaTeruy U CUCTEMbI 00ecTIeueHUs
nH(pOpMaIoHHOH Oe3onacHocTH. Kputepun n knaccsl
3aLUILEHHOCTH CPEACTB BHIYMCIUTEIbHON TEXHUKU U
aBTOMATHU3UPOBAHHBIX HH()OPMAIIHOHHBIX CHCTEM.
Kpurepun 6€30macHOCTH KOMIIBIOTEPHBIX CHCTEM
«OpamxeBas kHuray. O0mme Kpurepuu 0€30MacHOCTH
MH(QOPMAIIMOHHBIX TEXHOIOTHH. PykoBoasme
nmokymeHTsI ['octexkomuccuu (PCTIK) Poccun.
CranaapTsl IO yIpaBJICHUIO WH(OPMAITMOHHOM
6e3onacHocthio ISO/IEC 27000.

3ammrTa nHGOpPMAIUU OT TEXHUYECKUX Pa3BeIOK
Knaccudukanys 1 BO3MOKHOCTH TEXHUUECKUX
pasBenok. KommbrorepHas pa3zseaka. Texaudeckue
KaHaJbl YTeYKH HH(POPMALIUN TIPU IKCILTyaTalun
aBTOMAaTU3MPOBaHHBIX cucTeM. [loHsTHE N
KJ1acCH(UKAIHSI BUJIOB TEXHHUECKUX Pa3BEIOK.
Knaccuduxaiysi TeXHUYECKUX KaHAJIOB YTEUKU
nHpopmaru. CriocoObl U CpeACTBA 3aLTUThHI
WH(OPMAIUH OT YTEUYKH MO TEXHHYECKUM KaHaJIaM.

3ammra nHGOpMAUN KPUNTOrpaGHIECKIMU METOIaMH
[TonsiTie kpunrorpaduIecKoi 3amuThl HHPOPMAIHIH.
Cucrtemsl lllennona. Turbl u cBoiicTBa MU(POB.
CuMMeTpUYHbIE U ACUMMETPUYHBIE KPUIITOCUCTEMBI.
[Ipeo6pazoBanue no cxeme deiictens. [ugp DES,
['OCT 28147-89. Anroputm mudppoBaHus
RSA.Ynpasnenne kpuntorpadpuuecCKUMH KITFOYAMH.




HamMeHnoBanme pa3aciioB JTUCHUIIIIMHBI C KPATKUM

O0BeM
O0BeM ayTUTOPHBIX BHEAyIUTOPHBIX
3aHATUH 10 BUOAM B 4acax |3aHITUU 110 BUIAM

COACPKaHNEM B yacax

JI JIP I13 CPC

[Tpotokon Kerberos. Kpunrorpaduueckas cucrema ??

JIb-

["amans. [Honstue Xom-pynkuun. Madgpactpykrypa
oTkpbIThIX Kitouelt (PKI). Cpencra
KpUNTOrpaduIecKoi 3aluThl UHPOPMAIIH U
HIIEKTPOHHOM MOJITHCH.

Kpunrorpadudeckue cpeacTa 3auThl HHGOpMAaIHH.

OCcHOBBI 0€30MTaCHOCTH CETEBBIX TEXHOJIOTHI

basoBas sTamoHHAs MOJIETb B3aUMOJICHCTBHS OTKPBITHIX
cucteM (OSI). YpoBHUM B OCHOBHBIC TPOTOKOJIBI
CeTeBOro B3auMoaencTBus. KoHIenus ceTeBbIX 30H.
[Tporokon [Psec. VPN. Tumbl 6panamayspoB u
NpUHIAIE GuIbTpanun Tpaduka. CHcTeMbl
oOHapyxeHus/peaoTBpamieHus Bropxkenuit (IDS/IPS).
3amuTta Web-nprinoxeHHi.

NTOI'O no 2-my cemecTpy 24 0 27 54

NTOI'O no nucruiuinee 24 0 27 54

TemaTrka MPUMEPHBIX MPAKTUYECKUX 3AHATHI

Ne
_ HaumeHoBaHMe TeMbI MPAKTHYECKOT0 (CEMHMHAPCKOI0) 3aHATHS
1 |OcHOBBI rOCYIapCTBEHHOM MOJIMTUKU U YTPo3bl Oe3omacHocTr Poccuiickoit deeparum B
nHpopmarmonHoi chepe (C3)
2 |OcHOBHBIE IOHATHS U OOLIEMETOJ0TOTMYECKHUE PUHIIUIIBI TEOPUH HH(POPMAIIMOHHON
6e3onacHoctu (C3)
3 |Ompenenenuie BUA0B HH(GOPMAIIUN OrPAaHUYEHHOTO JJOCTYTIAa U COCTaBa 3alluIaeMoi
unpopmaruu (I13)
4 |Yrpo3ssl 6e3onacHOCTH HH(MDOpMAIIMU 1 pa3padoTKa MOIETH yrpo3 HHPOPMAIMOHHON
6e3omacHoctu (113)
5  |Uudopmarnmonnas 6e30macHOCTs 1 HHPOpMaImoHHoe MpoTuBodopcTBo (C3)
6  |YpOoBHHM U CepBUCHI 3alIUTHI HHPOpMaIK B HHGOopMAIMOHHBIX cucTtemMax (C3)
7  |PopmanbHBIE MOJETH 0E30MaCHOCTH aBTOMAaTH3UpOBaHHbIX cucteM (I13)
8  |CnmocoOsI u cpenctsa 3amuThl uHGopmarmu (113)
9  |MeTonbl U KpUTEPUH OLIEHKHU 3AIIUIIEHHOCTH HHPOpMaMoHHbIX cucteM (I13)
10 |3amura nHpOpMALMK OT TEXHUYECKUX pa3Beaok (C3)
11 |Bamwmra nadopmanmu kpunrorpapuieckumu Metogamu (I13)
12 |[Bamwra nadopmanuu npu ceteBoM Baumoaericteuu (I13)




5. Opranu3anMOHHO-NIEAATOrHYECKHUE YCIOBUA

5.1. O0pa3oBaTre/ibHbIE TEXHOJIOT UM, HCIIOJIb3YyeMble 1151 (OPMHUPOBAHUA
KOMIIeTeH Ui

[TpoBeacHME NEKIIMOHHBIX 3aHITHIA MO JUCIMILIMHE OCHOBBIBACTCS HA aKTUBHOM METOJ]Ie 0OyYeHUS,
[P KOTOPOM y4allldecs HE MACCUBHBIC CIyIIAaTeNH, a aKTHBHBIC YYACTHHUKHU 3aHSATHS, OTBEYAIOIIME Ha
BOIPOCHI TpernojiaBarelisi. Bompockl mpenogaBaTensi HaleleHbl Ha aKTUBHU3AIUIO TPOIECCOB YCBOCHUS
MaTepuasa, a TakKe Ha pa3BUTHE JIOTMUECKOro MblieHus. [IpernogaBaTens 3apaHee HaMe4aeT CIUCOK
BOHpOCOB, CTI/IMYJ'II/Ipy}OHII/IX ACCOMATUBHOC MBINIJICHUC U yCTaHOBJ'IeHI/Ie CBH3CI71 C paHee OCBOCHHBIM
MaTepralioM.

[IpakTrueckne 3aHATHS TPOBOJATCS HAa OCHOBE peallM3allMk MeToja OOyYeHHs JICHCTBHEM:
OnpeAeNsoTcs MpobiaeMHble 00acTi, popmupyrores rpynnsl. [Ipu npoBeneHUN MPAKTUYECKUX 3aHATHI
MpeCcIeayOTCA CIEeAYIONINE 1EeNU: TPUMEHEHUE 3HAHUN OTAENBHBIX AUCIUIUINH U KPEATUBHBIX METO/OB
711 peleHust Mpo0JieM U MPUATHS PElIeHU; oTpaboTKa y 00yJaronuxcs HaBbIKOB KOMaHJIHONH PaboThI,
MEXJIMYHOCTHBIX KOMMYHHUKAIIMA W Pa3BUTHE JIMJICPCKUX KAa4YECTB; 3aKPEIUICHHE OCHOB TEOPETHUUYECKHX
3HAHUH.

[Ipn mnpoBeneHUM y4YeOHBIX 3aHATHH HCIONB3YIOTCS HMHTCPAKTHUBHBIC JIEKIUH, TPYIIIOBHIC
INCKYCCHU, POJIEBBIE UI'PBI, TPEHUHTU U AHAJIN3 CUTyalluil 1 IMUTALIMOHHBIX MOJCIICH.

5.2. MeTtoguueckue yKazaHusl JJisl 00y4aOUIMXCS M0 U3YYEHUI0 TUCIATITHHBI

I[Ipy w3yyeHWM  AUCIUIUIMHBI  OOYYarOMIMMCS  IEJIeCO00pa3sHO  BBIMOJHATH  CIICAYIOIIHNEC
PEKOMEH AL

1. U3yuenune yueOHOM TUCIUTIITNHBI JOJKHO BECTHCH CHCTEMATHUECKH.

2. Ilocne w3yueHuss Kakoro-nubo pasfena Mo y4eOHWKY WJIM KOHCICKTHBIM MaTepuaiaM
PEKOMEHIYETCS IO TaMSATH BOCIPOU3BECTH OCHOBHBIE TEPMHUHBI, ONIPEACIICHUS, TOHATHA pa3aena.

3. Ocoboe BHUMaHHE CIEIYET YICIUTh BBIMOJHEHUIO OTYETOB IO TPAKTUYCCKUM 3aHATHSIM U
WHIMBHTyaJIbHBIM KOMIUIEKCHBIM 33/IaHUSIM Ha CaMOCTOSITENIEHYIO paboTy.

4. Bcs TemaTrka BOIIPOCOB, M3y4aeMBIX CaMOCTOATENBHO, 3aJaeTCsl Ha JIEKIHUSIX TPErojiaBaTesieM.
WM >xe MaroTcsl UCTOYHUKH (B TIEPBYIO OYepe/lb BHOBD M3[aHHBIC B TIEPUOUICCKON HAYUYHOU TUTEpaType)
17151 60J1ee IeTaTbHOTO TIOHMMAaHUS BOITPOCOB, 03BYYCHHBIX HA JICKITHH.

6. Ilepeyenb yueOHO-MeTOANYECKOT0 M HHPOPMALMOHHOT0 00ecIeYeHUs
JJIA CAMOCTOSATEILHOM PadoThl 00YYAKIIUXCS 10 M CHUIINHE

6.1. IleuaTHas yueOHO-MeTOANYECKAS JJUTEPATYPA

bubnuorpaduueckoe onucanue KomuectBo
Ne i/ (aBTOp, 3aryaBue, BUJ U3/IaHUS, MECTO, U3/1ATEIBCTBO, 3K3EMIUISIPOB B
TOJ] U3/IaHUs1, KOTMIECTBO CTPAHMII) oubnnoTexe

1. OcHoBHas JuTEpaTypa

1 ["anatenko B. A. OcHOBBI HHPOPMAIIMOHHOW O€30MacCHOCTH : y4eOHOe 4
mocooue /i By30B. 4-¢ uzn. Mocksa : UHTYUT : BUHOM.
JlaGoparopus 3nanmit, 2008. 205 c.

2 Jarunos A. H., laaunosa C. A., 3opua A. A. OcHOBBI HHPOPMAITMOHHOK 58
6e3omacHocTH : yueOHoe mocoowme. [lepms : TII'TY, 2008. 555 c.

3 L{upnos B. JI. OcHoBBI HHGOPMAIIMOHHON O€30MTaCHOCTH : KPAaTKHM KypcC. 9
Pocros-na-/lony : ®enukc, 2008. 254 c.

2. lonmoHATEIbHAS JJUTEPATYpPa

2.1. Y4yeOHbIe M1 HAYYHbIE U3TAHUS




1 OcHoBbl nH(pOpPMALIMOHHOM Oe30macHOCTH : yaebHoe ocodue / 1O. 1O. 2
['pomoB [u ap.]. - Ctapsiit Ockon: THT, 2017.
2 OcHoBbI HH(pOPMATMOHHOH 0€30MaCHOCTH : yaeOHOe TTocoOue /Iy By30B / 2
E. b. benos [u np.]. - Mocksa: ['opsuast munus-Tenekom, 2011.

3 Parosun 1O. H. UnxkenepHo-TexHUYecKas 3aliuTa HHpOpManuu : yueOHoe 4
nmocoowue / 0. H. Paro3un. - Cankr-ITerepOypr: NI UaTepmeus, 2018.

4 [anerun B. ®@. MadopMamonHas 6€30MacHOCTh U 3aIuTa HHpopManuu 3
/ B. @. lllansrus. - Mocksa: JIMK Ilpecc, 2017.

2.2. llepuonnueckue U3TaHus

| He ucnonezyercs |

2.3. HopMaTHBHO-TeXHHMYECKHNE U3TAHUS

| He HCIIOJIB3YCTCA |

3. MeToauueckue YKazaHud AJd CTYACHTOB 110 OCBOCHUIO JTUCIHUIIJIMHBI

| He HCIIOJIB3YCTCA |

4. Y4eOGHO-MeTOUYEeCKOe 00ecliedeHe CaMOCTOSITeILHOM PadoThl CTy/IeHTa

| He ucnons3yercs |

6.2. DiieKTpOHHAas1 Y4eOHO-MeTOANYeCKasl JuTepaTypa

HocTtynHoCcTh
(cets UnTepHer /
HaumenoBanue Ccpuika Ha
Bun nuteparypsl . JIOKAJIbHASI CETH;
pa3paboTKu UH()OPMAIIMOHHBIHN pecypc .
ABTOPU30BaHHBIH /
CBOOOIHBIN JOCTYTI)
JlonomauTenbHast |OCHOBBI HH(GOPMAITMOHHOM https://www.sites.google.co |ceTh UHTEpHET;
nmuTeparypa 0€30MacHOCTH U 3aIUTHI m/site/anisimovkhv/learning/|cBoOoaHbIi qOCTYT
uH(pOpMaIIH kripto/lecture/temal

6.3. JIuneH3MOHHOE ¥ CBOOOHO pacHpocTpaHsieMoe MPOrpaMMHoOe odecredyeHue,
HCII0JIb3yeMoe MPHU 0CYIIeCTBJIEHHH 00pa30BaTeJLHOI0 Mpolecca mo JUCHUIINHE

Bug I10 Haumenosanue I10
OnepalmoHHbBIE CHCTEMBI MS Windows 8.1 (moan. Azure Dev
Tools for Teaching )
OducHBIC IPUITOKCHHS. Microsoft Office Professional 2007. yu.
42661567
[TpuxiagHoe nporpaMmmHoe obecnieueHue oouero HazHauenust  |Dr.Web Enterprise Security Suite, 3000
i, [THUITY OLIHUT 2017

6.4. CoBpemMeHHbIe Po(eccHOHATIbHbIE 0a3bl JAHHBIX M HH(OPMAIIUOHHBbIE
CTIPaBOYHbIE CHCTEMBI, HCMOJIb3yeMble TPH OCYIIeCTBJICHNH 00Pa30BaTeIbHOTO
npouecca no JUCHUIINHE

HaumenoBanne Cchutka Ha HH)OPMAIIMOHHBIN pecypc

bank maHHBIX yrpo3 Oe3omacHocTH nHpopMarn DeaepanbrHoit |https://bdu.fstec.ru/
CJIy>KOBI 110 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO
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HaumenoBanne Cchutka Ha HH)OPMAIIMOHHBIN pecypc

TEXHUYECKOHN ToKyMeHTauuu "TexaKcnepT: HOpMbL, IpaBuia,
CTaHJapThl U 3aKoHOAaTenbeTBa Poccun”

Hayunas 6u6nuoreka [lepMckoro HaroHaIbLHOTO https://elib.pstu.ru/
MCCIIEZI0OBATEIECKOTO IMTOJUTEXHIUECKOTO YHUBEPCUTETA

DJIeKTPOHHO-OMOIMoTeueas cucrema JlaHb https://e.lanbook.com/
DeKTpoHHO-O0nOmoTeuHas cuctema [PRsmart http://www.iprbookshop.ru/
WNudopmarmonnsie pecypesl Cetn Koncynprantllnroc JIOKaJIbHAs CETh

basza nanapix komnaauu EBSCO https://www.ebsco.com/
WHupopMaimoHHO-CITPaBOYHASI CUCTEMAa HOPMATHUBHO- http://325290.inkip.ru/docs

7. MaTepuajibHO-TEXHHYECKOe oDecriedeHne 00pa3oBaTeibHOI0 NMpoiecca mno

AUCIUILINHE

Bun zanatui

HanmenoBanue HE00X0IMMOT0 OCHOBHOT'O 000PY0OBaHHUS

KonnuecTBo eauHuL
¥ TEXHUYECKUX CPEICTB O0yUYEeHHUs

Jlexums MyJIbTUMEIUHHBIN IPOEKTOP 1
[IpakTiyeckoe [lepcoHanbHBIA KOMOIBIOTED 10
3aHATHE

8. DoH OLEHOYHBIX CpeaACTB IMCINIIIMHBI

|OHI/IC3H B OTACIIBHOM JOKYMCHTC
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@oHI OLEHOYHBIX CPEICTB Jis TPOBEICHUS MPOMEKYTOUYHOH AaTTECTAINH
oOydJaronmuxcsi Il MPOBEICHUS NPOMEKYTOYHOM arTecTalud OO0yJaromuxcsl T
TUCITUTUIMHE SBJSICTCS YacThio (NMPWJIOKEHUEM) K pabouell mporpaMme THUCIUATIIAHBI.
@DoHJT OTIEHOYHBIX CPEACTB IS MPOBEACHUS TPOMEKYTOUHOM aTTeCTAIlK 00yJarOIINXCs
M0 JUCUUILIMHE pa3pab0oTaH B COOTBETCTBHHM C OOIIEH dYacThio (OHIA OICHOYHBIX
CPEICTB IJIsl TPOBENCHHUS MPOMEKYTOUHOM aTTECTallMd OCHOBHOW 0Opa3oBaTEeIbHON
IporpaMMbl,  KOTOpas ~ yCTaHABIMBAaeT  CHCTEMY  OIICHUBAHHUS  PE3yJbTaTOB
IPOMEKYTOUYHOW aTTECTAllUd W KPUTEPHH BBICTABJIICHUS OIEHOK. MOHJ OIECHOYHBIX
CPEICTB TSl TIPOBEJCHHS TTPOMEKYTOUYHON aTTECTallMd OOYYArOIIMXCS MO AUCIUILINHE
yCTaHaBIUBaeT (OPMBI W TMPONEAYyphl TEKYIIETO KOHTPOJS YCIEBAEMOCTH W
IPOMEKYTOUHOU aTTECTAIIMH O0YJAFOIIUXCS IO AUCIIUTIIINHE.

1. IlepeyeHb KOHTPOJIUPYEMBIX Pe3yJIbLTATOB 00y4eHHs M0 TUCHUILUIUHE, 00beKThI
OlLlEHUBAHUSA ¥ BUIbI KOHTPOJIA

CornacHo PIIJI, ocBoeHune y4yeOHOro marepuaina JUCUUILIMHBI 3aIUIAHWPOBAHO B
TEYCHHE OHOTO ceMmecTpa (2-ro cemecTpa y4eOHOTro TuTaHa) M pa30uTo Ha 3 y4eOHBIX
Moayisi. B kaxxaom mMojyae mpeayCMOTPEHbI ayTUTOPHbIC JIEKIIMOHHBIC U MPAKTUYECKUE
3aHATHS, a TAKXKE CaMOCTOsITelIbHAsi paboTa CTyIeHTOB. B paMkax ocBoeHHs y4eOHOTrO
MaTtepuana JAUCHUIUIMHBL (HOPMHUPYETCS KOMIIOHEHThI KOMIETCHIIMN 3Hamb, yMemy,
én1adems, ykazanHeie B PIIJI, koTOphie BBICTYHalOT B Ka4eCTBE KOHTPOJIUPYEMBIX
pe3yapTaToB 00y4eHus Mo quciuruinie (tadm. 1.1).

KoHTponb ypOBHSI yCBOEHHBIX 3HAaHUW, OCBOCHHBIX YMEHUW M MPUOOPETEHHBIX
BIQJICHUM OCYIIECTBIACTCS B paMKax TEKYIIEro, pPyOeKHOTO H MPOMEKYTOYHOIO
KOHTPOJIS MPU U3YyUYEHUH TEOPETUUECKOTO Marepuaa, clade OTYETOB MO MPAKTUYECKUM
3aIaHUsIM U dK3aMeHa. Buibl KOHTPOJIst cBelleHbl B Tabauiy 1.1.

Tabnuua 1.1. IlepeueHb KOHTPOIUPYEMBIX PE3yIbTATOB O0YUEHHUSI IO TUCIUILIMHE

Bua konTpoJs

KonTposnpyembie pe3yabTarbl 00y4eHust o Texymuii PyGexnblii HTrorosslii

aucuumiuge (3YBei) C TO m3 T/KP IK3aMeH

YcBoeHHbIE 3HAHUSA

3.1 3nare moHATHS WHOOPMAIMH W WHPOPMAIHOHHON TO1 131 T TB
Oe3omacHOCTH; MECTO W poiib  MH(OPMALMOHHOM
0€301acHOCTH B CHUCTEME HAlMOHAJIBbHOW Oe301acHOCTH
Poccuiickoit  denepanuy, OCHOBBI TOCYJApCTBEHHOM
nHGOPMATMOHHOM MOJUTHKH; HUCTOYHHUKH u
KJIacCU(UKALNI0 yrpo3 WHPOPMAIMOHHON O0€30MacHOCTH;
OCHOBHBIE TIOHSTHSA, CBS3aHHBIE C  obOecledeHueM
nHPOPMAIMOHHO-TICHXOJIOTYECKON 6e30macHOCTH
JUYHOCTH, oOmecTBa ®  TOCYHAapCTBa,  HOHSATHA
MHGOPMAIMOHHOTO TPOTHBOOOPCTBA, HWHGPOPMAINOHHOM
BOWHBI ¥ ()OPMBI UX MPOSIBICHUH B COBPEMEHHOM MHPE

OcBoeHHbIC YMEHHUS

Y.l ymers kiaccUPHUIUPOBATH W OLEHHBATH YIPO3bBI 32 T 113
nH(popManMOHHOH 6€301acCHOCTH 33

IIpnoOpeTeHHbIE BJIAICHUSA
B.1 Bmazers HaBBIKAMHM HCIOJIB30BAHUS HCTOYHHUKOB 113 4 T K3
npodeccHoHAIBLHOM TEPMUHOIOIUU B obnactu I35
nH(pOpMaMOHHON 0€30IIaCHOCTH | 3aIIUTHI HHPOPMALUU I3 6

113 7




C — cobecedosanue no meme;, TO — xomnoxguym (meopemuueckuti onpoc); K3 — keiic-3a0aua
(unousuodyanvroe 3aoanue); OJIP — omuem no nabopamopuou padbome;, T/KP — pybescHoe
mecmupoganue (KoHmpoavhas paboma, Kypcosas paboma); TB — meopemuueckuil gonpoc, I13 —
npakmuyeckoe 3a0anue; K3 — komniexcnoe 3a0anue sxK3amenda.

HToroBoii OLIEHKOW JTOCTHXKEHHUS PE3yabTaTOB 00YyUEHHUs MO AUCIMILTUHE SBIIACTCS
MIPOMEKYTOUHAs aTTeCTallusl B BUJE SK3aMEHA, MPOBOAMMAS C YYETOM PE3YJIbTATOB
TEKYLIErO U PyOeKHOTr0 KOHTPOJIS.

2. Buabl KOHTPOJIsI, THIIOBbIE KOHTPOJIbHbIE 32IaHUSI U IIKAJIbI OLleHUBAHUS
pe3yJIbTaTOB 00y4YeHMsI

Texymuii KOHTPOJIb YCHEBAEMOCTH HMEET IeNibl0 OOecleueHrne MaKCHUMallbHOU
s pexTuBHOCTH yueOHOTO Mpoliecca, yIpaBieHue IpoieccoM GOpMUPOBAHUS 3aJaHHBIX
KOMITETEHIIMA OO0y4YaeMbIX, MOBBIIICHUE MOTHBAIMM K Yydyebe M TpeaycMaTpUBaeT
OIICHMBAHUE XOJa OCBOEHUS AuCHUIUIMHBL. B coorBerctBuM ¢ [lomoxkeHueM o
IPOBEACHUN TEKYIIEr0 KOHTPOJII YCIEBAEMOCTH W IPOMEXKYTOYHOM aTTECTallUH
oOyyvaroruxcst 1Mo oOpa3oBaTeNbHBIM MPOrpaMMaM  BBICIIETO  OOpa3OBaHUS —
nmporpammam OakanaBpuarta, cneruanurera u maructpatypsl B IIHUITY npegycmoTpensl
CEAYIONIINE BUJIBI U IEPUOJAUYHOCTD TEKYIIETO KOHTPOJISl YCIIEBAEMOCTH O0YYaIOIIUXCS:

- BXOJIHOM KOHTPOJIb, TPOBEPKA UCXOJHOTO YPOBHS MOATOTOBIEHHOCTA 00y4aeMoro
U €r0 COOTBETCTBUS MPEIBABISIEMbIM TPEOOBAHUAM JIJI U3yUYCHUS JAHHOW JUCIUIUIUHBL;

- TeKyIIUH KOHTPOJIb YCBOEHHUS MaTepuaia (ypOBHS OCBOCHHUSI KOMIIOHEHTA «3HATh)
3aIaHHBIX KOMIIETEHIIMI) Ha Ka)XXJOM TPYNIOBOM 3aHSITHU U KOHTPOJb MOCEIIAeMOCTH
JIEKIIMOHHBIX 3aHATUN;

- TPOMEXYTOYHBIM M PYOEkKHBIM KOHTPOJh OCBOEHHUS O0ydaeMbIMU OTACIBHBIX
KOMIIOHEHTOB «3HAaTbh», «YMETh» 3aJaHHBIX KOMIETEHUHA IMyTeM KOMIBIOTEPHOTO WIIH
0JIaHOYHOTO  TECTHUPOBAHMS,  KOHTPOJBHBIX  OMPOCOB,  KOHTPOJIBHBIX  PaboT
(MHAMBUAYATBHBIX JOMAIIHUX 3a/IaHUi), 3alUTHI OTYETOB MO JaOOpPaTOPHBIM paboTam,
pedeparos, 3cce u T.1I.

PyGexHbIlt KOHTPOJIb MO JUCHUIUIMHE MPOBOJUTCA HA CIEAYIOLIEH Henene Mocie
MPOXOXKJIEHUST MOAYJS JUCHUIUIMHBI, a MPOMEXKYTOUHBIH — BO BpEMS KaXJI0TO
KOHTPOJIBHOTO MEPOIPUSATUS BHYTPU MOAYJIEH JUCHIUTUIAHBL;

- MEXCECCHOHHAsl aTTecTallus, €AUHOBPEMEHHOE MOJIBECHUE HWTOTOB TEKYyIIeh
YCIIEBAEMOCTH HE MEHEE OJIHOTO pa3a B CEMECTP MO BCEM AUCHUILIMHAM JJISl KaXJ0TO
HaIpaBJICHUS TOATOTOBKY (CIENUAIBHOCTH ), Kypca, TPYIIIbL;

- KOHTPOJIb OCTATOYHBIX 3HAHUH.

2.1. Texymmii KOHTPOJIb YCBOCHHMS MaTepuaJia

Texyunuii KOHTpPOJIL yCBOGHHS Marepuaia B (opme cobecemoBaHus WA
BBEIOOPOYHOTO TEOPETUYECKOTO OIMPOCa B paMKaxX KOHTPOJIS CAMOCTOSITEIBHOU pabOThI
CTYZICHTOB TIPOBOAMTCS TI0 KaXK101 Teme. Pe3ynbrarsl mo 4-06aIbHOM mKaie OIeHUBaHUS
3aHOCSTCS B )KYpHAJI IPEMOJABATENS U YUUTHIBAIOTCS B BUJIE UHTEIPAIIBHOW OLIEHKH TTPU
IPOBEACHUU MTPOMEKYTOUHOM aTTeCTAIIUH.

Bomnpocs! 1151 caMOCTOSATENBHOTO U3YUYEHUS:

Tema 1. ITpoGaembl pernoHasbHON HHPOPMALIMOHHON 0€30MaCHOCTH.

Tewma 2. O01IeMETO10IOTMYECKUE TPUHIIUITBI TEOPUU MH(DOPMAITMOHHON
0€30MacHOCTH.



Tema 3. OcHOBHBIE MOHATHS HHPOPMAIIMOHHON 0€301aCHOCTH.

Tewma 4. IlonsiTHE UHTEIEKTYaIbHON COOCTBEHHOCTH M OCOOEHHOCTH €€ 3aIUTHI.

Tema 5. OCHOBHBIE 3JIEMEHTHI KaHaja peaanu3ally yrpo3bl 0€30MacHOCTH
uH(pOpMaLIUU.

Tema 6. UndopmarnronHas BoitHa Kak crioco0 BO3AEHCTBHS Ha HH(OPMALIMOHHBIE
CUCTEMBI Pa3JINYHOI0 Ha3HAYEHUS U 0OBEKThI KPUTUYECKON NH(POPMALIMOHHOM
UHPPACTPYKTYPBHI.

Tema 7. TyHHenMpoBaHuUE, KaKk cCepBUC UHPOPMAITMOHHON OE30MTaCHOCTH.

Tewma 8. PoneBoe ynpasieHUE TOCTYIIOM.

Tema 9. KomiuiekcHble penienust B odecredeHuu 3aumThl uaopmanuu, SOC-
LEHTPBL.

Tema 10. Crangaptsl 1o ympasieHuto nadopmannoHHon 6e3omnacHoctbio [ISO/IEC
27000.

Tema 11. CpexncrBa kpunTorpapuueckoil 3amuTbl UHGOPMAIMU U 3JIEKTPOHHOU
MTO/THCH.

Tewma 12. Cuctembl 00HapyxeHust/ipeaoTBpanieHus Brop;xkenuii (IDS/IPS).

2.2. Py0e:kHbIM KOHTPOJIb

PyOexxHbIit  KOHTPOJIb JUIsi KOMIUIEKCHOTO OIICHUBAaHUS YCBOCHHBIX 3HAaHU,
OCBOCHHBIX YMEHUN W TMpuOOpeTeHHBIX BiajeHuil (tabm. 1.1) mpoBoautcs B (opme
OoTyYeTa MO pe3yJibTaTaM MPAKTHUECKUX 3aJaHuil (TOCJI€ U3YYEHHS] KaKIOTO MO
y4eOHOM TUCIUILIAHBI).

Bcero 3amnanupoBaHo 7 MpakTUYECKUX 3aHATUN. TeMbl MPAKTUYECKUX 3aHSITHIM
npuBeneHsl B PI1/I.

OTder MO BBHINOTHEHHWIO MPAKTHUYECKOTO 3aJaHHsI MPOBOIWTCS WHIUBUAYAIbHO
KOKIBIM CTYICHTOM. THIIOBBIC IIKajla U KPUTEPUH OLICHKHU MPHUBEACHBI B 00IIEH YacTh
®OC obpazoBaresibHON TPOrPAMMBI.

2.3. IIpomexyTouHasi arrecTauus (MTOrOBbIil KOHTPOJIb)

Jlomyck K MPOMEXKYTOYHOM aTTeCTalluK OCYIIECTBISETCS 0 pe3yabTaTaM TEKYIIEro
U pyOeKHOrO KOHTPOJIS. YCJIOBUSIMU JIONyCKa SIBISIFOTCS YCIEIIHAs cjada BCexX
nabopaTopHBIX pPabOT W TOJOXKHUTENbHAS WHTErpajibHasg OILIGHKa IO pe3yibraTaM
TEKYIIETO U PyOe>KHOTO KOHTPOJISL.

IIpomexyrounasa arrecramus, contacHo PIIJI, mpoBomuTcs B BHAE DK3aMeHa IO
JTUCITUIUIMHE YCTHO 1o Owmieram. buner comepxut teoperndeckue Bompockl (TB) ms
MIPOBEPKH YCBOEHHBIX 3HAHUN W mpakTtuueckue 3ananus (I13) nms npoBepkr OCBOECHHBIX
YMEHUU BCEX 3asIBJICHHBIX KOMIIETEHLINM.

buner dopmupyercs Takum 00pa3zom, YTOOBI B HEro TNOMAIM BOMPOCH H
NpPaKTUYECKUE 3aJaHusl, KOHTPOJIUPYIOIIME YPOBEHb CPOPMUPOBAHHOCTH  BCEX
3asBIEHHBIX KoMmIiieTeHIui. dopma Owusera mpeacTtaBieHa B o6medt yvactu DPOC
o0pa3oBaTeIbHON MPOTrPaMMBI.

2.3.1. TunoBbie BONPOCHI M 3aJaHUS /ISl IK3aAMeHA 10 JUCUMUILJIMHE
Tunosbie BONPOCHI AJI1 KOHTPOJIA YCBOCHHbIX 3HAHUM:



1. Crpareruss ~ HammoHanbHOM  Oe3omacHoctu  Poccuiickoit ~ denepanun.
Crparternueckue  HalMOHAJbHBbIE  MPHOPUTETHI  OOECHEYeHHs  HalUMOHAIBHOU
6e3omacuoctu PO.

2. loktpuHa  uH(popmanuoHHOW  Oe3omacHoctu  Poccwuiickoit  Denepanuu.
Hanmonansusie untepecsl PO B nHpopmaninonHoi cdepe.

3. OcHOBHBIE yrpo3bl HMHPOpMaUMOHHON Oe3omacHocth P® U OCHOBHBIE
HanpasJieHUs M0 o0ecnieueHnto nHpopmannoHHon 6e3onacHoct PO.

4. Ponp crenumanucra mo 3ammre MHGOpMaluMu B 0OECIEUEHUM HAllMOHAJIBHOU
0€3011acCHOCTH roCyAapCTBa.

5. OcHOBHBIE NOHATHS NH()OPMALIMOHHON OE30IMACHOCTH U UX UCTOUHUKH.

6. O0111EMETO10JI0THYECKNE IPUHLIUITBI TEOPUN MTHPOPMAITMOHHOM 0€3011aCHOCTH.

7. IlonsiTie m cyurHOCTh WHGOpPMAIMU OTPaHUYEHHOTrOo jaocTyna. OcoGeHHoCTH
J0CTyIa U OTPAaHUYEHHSI TOCTYIA K HH(POPMALIHH.

8. IIpaBa u 00s13aHHOCTH 00JaAaTENsT HHPOPMAITHH.

9. Bunet  unHdopmammu  orpaHuueHHoro  jgoctymna. llepedenr  cBeneHui
KOH(HUJIECHIIMAIBHOTO XapaKTepa.

10. IToHsITHE MHTEIIEKTYATHhHOM COOCTBEHHOCTH M OCOOCHHOCTH €€ 3aIUTHI.

11. ITonsiThe yrpo3sl 0€3001aCHOCTH HH(POPMALIUH.

12. dakropsl, Bo3AeWCTBYIOUIME Ha MHGpopMaluio. TuUmbl AecTaOMIM3HPYIOMINUX
(dakTopoB.

13. Knaccudukamus u BUbl yrpo3 HHOOPMAITMOHHONW O€30MaCHOCTH.

14. BHyTpeHHHE U BHEIIHUE UCTOYHHUKHU yTrpo3 0€30MacHOCTH HH(OpMAIUH.

15. Yrpo3sl yreuku HHPOpMAIMK U yTPO3bl HECAHKIMOHUPOBAHHOTO JOCTYTIA.

16. OcHOBHBIE PTIEMEHTHI KaHaIa peaan3aluu yrpo3bl 0€30MacHOCTH HH(OpMaIUy.

17. CyObexTsl U 1eau MHPOPMALIMOHHOTO TPOTUBOOOPCTBA.

18. Crioco6bl, MPUHIUIIBL ¥ CTaIUU HHPOPMAIIMOHHOTO MPOTUBOOOPCTBA.

19. UndopmanmonHoe opyxue, ero KjaacCuGuKaIis ¥ BO3SMOXHOCTH.

20. adopmarmonHas BOWHA Kak CcMmoco0 BO3AEWCTBHS Ha HWH(OPMAIMOHHBIC
CUCTEMBI.

21. Vicionp30BaHMs COIMANBHBIX CeTel B MHPOPMAIIMOHHBIX BOMHAX.

22. adopmarmorHass 0€30MacHOCTh OOBEKTOB KPUTHUYECKON WHHOPMAITMOHHON
UHOPACTPYKTYPBHI.

23. Ucnonb3oBaHue KUOEPHETUIECKOTO OPYKUs B MH(OPMAIIMOHHON BOMHE.

24. ABTOMaTH3MpPOBAHHASA CUCTEMA, KaK 00beKT HH(POPMAIIMOHHOM 0€30MacHOCTH.

25. YpoBHH HHGOPMAITMOHHON O€30ITaCHOCTH 00BEKTa OLICHKH HH(POPMAITMOHHBIX
TE€XHOJIOTUH.

26. XapaKkTepuCTHKa 3aKOHOIaTEIBHOT0, aIMUHUCTPATUBHOTO U MPOLIETYPHOTO
ypOBHEW HH(POPMALIMOHHOM 0€30MMaCHOCTH.

217. IlepedyeHb cepBUCOB OE30MACHOCTH MPOrPAMMHO-TEXHUYECKOTO YPOBHSI.

28. Unentudukaius 1 ayreHTUu(GHUKalus Kak cepBUCHl 0€30MaCHOCTH.

29. YpasieHue T0CTYIOM U €ro BUJIbl. ABTOpHU3AIlMs KaK CepBUC 0€30M1aCHOCTH.

30. [IpoTokonupoBaHue, ayAUT U yIpaBiIeHUE, KAK CEPBUCH O€30MaCHOCTH.

31. DxpaHupoBaHue, TYHHEJIMPOBAHUE U aHAJIN3 3AIIUIIEHHOCTH KaK CEPBUCHI
0€301MacHOCTH.



32. Haznauenwne gpopManbHBIX MOjeNIel Oe30nmacHOCTH. BapuanTsl Mmoaenei
3aIUTHI U CYITHOCTh NOJUTUKU O€30MaCHOCTH.

33. luckperimoHHast MOieNb O€30MAaCHOCTH U €€ 0COOEHHOCTH Ha IPUMEPE MOEIN
XappucoHna-Py330-Yapmana.

34. MannatHasi MOJIeNIb 0€30MaCHOCTH €€ 0COOEHHOCTH Ha mpuMepe Mojaenu bena-
Jlanaymel.

35. ®opmMalbHbIE MOJIETTH IEJTIOCTHOCTH.

36. PonieBoe yripaBiieHHs TOCTYIIOM.

37. OcHOBHBIE CITOCOOBI 3aIIUTHI UHPOPMAITUU U UX XapaKTEPUCTHKA.

38. [lonsTue u knaccudukanus cpeacTs 3aUThl HHGopmaluu. TexHrka 3aumThl
uHopMarmu.

39. Cpenctia pusznueckoi, Kpuntorpahuaeckon U MporpaMMHO-TEXHHUECKON
3alUThl UHPOPMAIUH.

40. [1epeueHp U XapaKTEPUCTUKA PA3HOBUIHOCTEH COBPEMEHHBIX CPEICTB 3AIUTHI
uH(popmanuu.

41. Kputepuu o1ieHKH 0€301aCHOCTH KOMIBIOTEPHBIX cUCTEM «OpaHKeBasi KHUTa.

42. TpeOoBanwus k cpeacTBam BeruucautenbHoi Texuuku (CBT) u
aBToMatu3upoBaHHbIM cucTteMaM (AC) no 3anure uugopmaruu ot HC/I.

43. O61mue kpuTepuu 6€30MacHOCTH HH(OPMALIMOHHBIX TEXHOJIOTHI.

44. OcnoBuble pykoBojsiue JokyMeHTel DCTIOK Poccuu, onpeaensroniue
TpeOOBaHUs MO 3aUIUTE HHOOPMALIUH.

45. CranaapTsl Mo yrnpasiieHuio HHGopMaironHo# 6e3omnacHoctbio ISO/IEC
27000.

46. Ilonsarue u knaccudukaius BUI0B TEXHHUYECKUX Pa3BEIOK.

47. Knaccudukaiusi TEXHUUYECKUX KaHAJIOB yTeuku wuHopManuu. CTpykKTypa
KaHaja yTeYKd HHPOPMAITHH.

48. CiocoObl M OCHOBHBIE CpEACTBA 3alIUTHl HH(OpPMAMKA OT YTEYKHA IO
TEXHUYECKUM KaHaJaM.

49. XapakTeprucTUKa OPraHU3alMOHHBIX B TEXHUYECKUX MEp IO 3aIIUTE OT yTeUKU
uH(popmanuu.

50. Kpunirorpadust m  kpunrorpaduueckas 3amura uHbopmaruu. OCHOBHBIC
MOHSTHS.

51. Knaccudukanus mudpoB. [IpuHIMN CUMMETPUYHOTO W aACUMMETPHUYHOTO
mugpoBaHUs.

52. Anroputm npeobpazoBanus mo cxeme dericres.

53. [Ipumepsl cummeTpuuHbix kKpunrtorpaduyeckux cuctem. [ludp DES. udp
I'OCT 28147-89.

54. Ilpumepsl  kpunTorpadUyeckux  CHCTEM  C  OTKPBITBIM  KJIHOYOM.
Kpunrorpaduueckas cuctema RSA.

55. Ympasnenue kpunrtorpapudyeckumu kinrodamu. [Ipotokon Kerberos.

56. Pacnipenenenue kioueit o cxeme Juddu-Xemnmana.

57. Kpunrorpaduueckas cuctema ib-1"amarns.

58. [lonsitue u xknacceel Xom-pyHkuuu. Aaroputm SHA-1

59. Undpactpykrypa oTKpbIThIX Kiroueit (PKI).



60. CpenctBa mmdpoBaHus W DJIEKTPOHHOW monanucu. Buawsl u knaccubukarms
ANEKTPOHHBIX MOIIKUCEN.
TunoBbie NpakTHYecKHeE 3aJAHNSI J1JIsl KOHTPOJIsI 0CBOEHHBIX YMEHMIA:

1. OmnpenenuTh BUABI HHPOPMAIIMH OTPAHUYEHHOTO J0CTYyIa, oOpabaTeiBacMble Ha
o0BbeKTe MHPOPMATU3AIUH.

2. OmnpenenuThb cocTaB HocUTeNeH HHGOPMAIIMK OTPAHUYEHHOTO JOCTYIIA.

3. HW3yuuts nopsanok GopMupoBaHus U CTPYKTYpy bas3bl JaHHBIX (CIIUCOK)
ySI3BUMOCTEN HHPOPMALIMOHHBIX CUCTEM.

4. ITpoaHanu3upoBaTh ACATEIBHOCTb OpraHu3auy (MPEANpUsITHS ), BBISBUTh
ySI3BUMOCTH UH(POPMALIUOHHON CHUCTEMBI.

5. Knnaccudunnposars coctaB yrpo3 HHGOpMaIMOHHON O€3011aCHOCTH.

6. OnpenenuTh COCTaB XapaKTEPHBIX yTpo3 HHHOPMAITMOHHONW O€30MaCHOCTH IS
aBTOMATHU3UPOBAHHOW CHCTEMBI.

7. OnpenenuTh coAep)aHue aIMUHUCTPATUBHOTO YPOBHS 00€CTIeUeHUS
nH(POPMAIIMOHHON 6€30MacHOCTH (IEPEYNCIIUTH OCHOBHBIE HOPMATHUBHBIE TOKYMEHTHI,
KOTOpBIE pa3zpabaThiBaloTCs Ha 00bEKTE MH(POpMATU3ALMKU U 00ECTICUUBAIOT €TI0
MH(POPMAITMOHHYIO OE30MaCHOCTH).

8. OnpenenuTs comepkaHue MPOIEAYPHOTO YPOBHS obecrieueHrs MHPOpMaImOHHOM
0e30macHOCTH NMPEANPUITHS (TIEPEUUCTUTD IPUMEHSIEMbIE MTPOLICTyPHBIE MEPHI).

9. OnpenenuTh COCTaB MPUMEHSEMBIX CEPBUCOB O€30MACHOCTH MPOTPAMMHO-
TEXHUYECKOTO YPOBHS JJIS BApUAHTA aBTOMATU3UPOBAHHON CUCTEMBI, C YUETOM
0coOeHHOCTeN 00beKTa nH(DOPMATH3ALIUU.

10. ChopmupoBats maTpuily (0QOPMUTE PUCYHOK) TTOJTHOMOUUIA TOCTYTIA IS
BapuaHTa HHGOPMAIIMOHHON cucTeMbl. [Ipy ycmoBuu GOJBIIIOTO KOJIUYECTBA
MOJIb30BaTeNE — (hparMeHT MaTPHULIBI.

11. OnTUMHU3HPOBATH COCTAB MATPHUIII YIIPABICHUS TOCTYIIA 32 CUET BBEACHUS
POJIEBOTO YIIPABJICHHUS JOCTYTIOM.

12. ChopmupoBath nepeueHb OCHOBHBIX Mep M0 00ecTeueHI o 6€301MacHOCTH
undopmaruu s UCIIH 1,2,3,4 V3.

13. IIpeanoxuTh cocTaB Mep MO MPOTHUBOACHCTBUIO yTeUKe HHPOPMAITUU Ha 0OBEKTE
uH(pOpMaTH3AIIUH.

14. BeIMOTHUTD MPAKTUUICCKOE 3aJaHue 110 peain3aliun QyHKINH MU POBaHUS, C

ucnoaszoBanueM OC Windows, B cootBetcTBuH ¢ [IprinokeHneM.

2.3.2. IIkaybl OICHUBAHUA Pe3yJIbTATOB 00y4YeHHMs HA IK3aMeHe

Ounenka pe3ynpTaToB  00y4YeHUss 1O  AUCHUIUIMHE B (opMe  ypOBHs
c(hOpMUPOBAHHOCTU KOMIIOHEHTOB 3HAMb, yMemb, 61adems 3asBICHHBIX KOMIIETEHLIUN
OPOBOJUTCS MO 4-X OAJJIBHOM IIKane OLEHUBAHHUS MYyTeM BBIOOPOYHOTO KOHTPOJS BO
BpEMsI DK3aMEHa.

TunoBble IKajla U KPUTEPUU OLIEHKH PE3yIbTaTOB OOY4YEHHS MpPH cAaye dK3aMeHa
IUIA KOMIIOHEHTOB 3Hamb, ymems U 61ademsy TpuBeneHbl B odmelt uvactu DOC
00pa3oBaTeIbHON MPOTPaAMMBI.

3. Kputepun oueHuBaHus YPOBHA C(POPMUPOBAHHOCTH KOMIIOHEHTOB U
KOMIIEeTeHINH
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3.1. Onenka ypoBHsi cGOPpMHPOBAHHOCTH KOMIIOHEHTOB KOMIIeTEeHIIM I

[Ipu orenke ypoBHsS CHOPMHPOBAHHOCTH KOMIIETCHIIMA B paMKax BBIOOPOYHOTO
KOHTPOJII TPH JK3aMEHE CUWTAeTCA, YTO HOJYYEeHHAs OYeHKA 34 KOMHNOHEHM
npogepsemou 6 buneme KOMnemeHyuu 060o6waemcs Ha COOMEEeMcmayIOuWUli KOMHOHEHM
8cex KoMnemeHyui, Popmupyemvix 8 pamKax OAHHOU Y4eOHO OUCYUNTUHDL.

TunoBele KpuUTEpUM W IIKAJIbl OIEHUBAHUS YPOBHS C(HOPMUPOBAHHOCTU
KOMITOHEHTOB KOMIIETeHIIMM TmpuBeaeHsl B obOmer vactu DPOC oOpazoBaTenbHOU
IPOrPAMMBI.

3.2. Onenka ypoBHsi c()OPMUPOBAHHOCTH KOMIIETEHIIUH

OO6mas orieHKa ypoBHs C(OOPMUPOBAHHOCTH BCEX KOMIIETEHIUI MTPOBOJUTCS ITyTEM
arperupoBaHMsI OIICHOK, TIOJYYCHHBIX CTYICHTOM 32 KaXKIbIii KOMIIOHEHT (hOPMHPYEMBIX
KOMIIETEHIIMM, C YYETOM pE3yJIbTATOB TEKYLIEro M pPyOeKHOTro KOHTPOJSI B BHJIE
MHTETPaJIbHOMN OLIEHKH Mo 4-X OalnbHOM mikaje. Bece pe3ynbTraTsl KOHTPOJISI 3aHOCSTCS B
OIICHOYHBIM JIMCT W 3alOJIHSIOTCS TpenojaBaTejeM [0 HUTOraM MPOMEXKYTOYHOMN
aTTeCTal1H.

dopma OIIECHOYHOI0 JIUCTAa U TPeOOBAHUS K €0 3all0JIHEHUIO MPUBEACHBI B 00IICH
gactu ®OC 00pa3oBaTeabHON MPOrPaMMBI.

[Ipu dopmupoBaHWKM HTOTOBOIl OIICHKM IPOMEXKYTOYHOM arTecTallii B BHJIE
HK3aMEHa HCIOJIb3YIOTCS THUIIOBBIE KpUTEpPUHU, TpHUBeAeHHbIE B o6mieit yactu DOC
o0pa3oBaTeIbHON MPOTrPaMMBI.



